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Abstract

Although anomaly detection has been widely studied in the literature, recently,
another related topic came into scene being object of high interest: the impact of
sampling. Due to current high-speed links is very hard to process all the incoming
packets and using a sampling technique (discard a portion of the traffic) has become
almost mandatory.

There are lots of anomaly detection mechanisms made to detect distinct kinds
of attacks. The question is if all these already existing solutions will work in the
presence of sampling. How much resilient to sampling these mechanisms will be?
Will they be capable of continue detecting anomalies in a reliable way?

This technical report focuses on one particular anomaly: portscans. Our choice
is mainly motivated by the fact that it is one of the most common attacks together
with DoS/DDoS and it usually precedes other attacks such as worm propagation.
We have studied the impact of sampling on two well-known portscan detection
algorithms of the state of the art: TRW and TAPS. We analyzed five different
sampling techniques: Packet Sampling, Flow Sampling, Sample and Hold, Smart
Sampling and Selective Sampling.

There are a few studies dealing with the impact of sampling on portscan de-
tection that concluded that the best sampling technique for anomaly detection
was Flow Sampling. Since we are basically interested in NetFlow (protocol used to
aggregate packets into flows), and Flow Sampling is a flow-based sampling method
(not implementable by NetFlow), we started looking for the reasons why Packet
Sampling did not perform well for anomaly detection. We realized that it was not
fairly treated in previous works. For example, according to one of our traces, when
sampling 10% of the flows, we realized that while Packet Sampling did not even
take 3% of the packets, Flow Sampling sampled ≈ 11% of them and the other
sampling techniques even keeped a larger proportion of the traffic. Therefore, we
changed that conditions and performed our own experiments proceeding in two
different ways: the already used procedure plus our own, which treated Packet
Sampling fairly.

We did our evaluation using SMARTxAC, a passive network monitoring system
analyzing the link between the Anella Cient́ıfica (it connects many universities and
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research centers in Catalonia) and the Spanish National Research and Educational
Network (RedIris). Because of our new way to proceed we found a new conclu-
sion not entire aligned with previous studies. We have been able to empirically
check that Flow Sampling is not always better than Packet Sampling for portscan
detection. Regarding the anaylzed portscan detection algorithms, they both were
dramatically impacted by sampling. While TRW showed to be not quite useful
under sampling, TAPS exhibited more acceptable performance. Concerning to
the sampling techniques, using a NetFlow compatible sampling technique (packet-
based sampling), Packet Sampling turned out to be the best. Without NetFlow,
Selective Sampling achieved significantly higher performance than the rest.

Finally, we propose a new packet-based sampling technique, called Online Se-
lective Sampling that focuses on small flows, which usually are the source of many
attacks like DDoS and portscans. It is equivalent to an already existing sampling
technique called Selective Sampling, which is also analyzed in this work. Our
method, instead of requiring aggregation of packets into flows before sampling,
works on a packet-by-packet basis, thus not capturing all the traffic and using
significantly less memory. Furthermore, since it takes per-packet decisions it is
implementable in NetFlow. However, our method still requires further validation
and a more complete analysis.
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Chapter 1

Introduction

Traffic monitoring and analysis is essential for security and management tasks.
In high-speeds links it is difficult to process all the incoming packets because
nowadays, the inter arrival times among packets are incredibly small. For instance,
in links of several Gps, we are talking about the order of nanoseconds between
packets, which means that the software and the hardware in charge of receiving
and processing the incoming stream of packets must be really quick. Furthermore,
attacks may happen, which implies that routers could be even under more stress
due to abnormal traffic bursts.

In order to alleviate so much load and avoid possible saturations because of
anomalies, it turns out that discarding some of the incoming traffic (sampling) is
nearly compulsory. Robustness against sampling is very important since network
operators tend to apply aggressive sampling rates when using NetFlow (e.g., take
1 packet out of 1000) in order to handle worst case scenarios and attacks. For
this reason, it is fundamental to build sampling-resilient anomaly detection mech-
anisms. NetFlow [1] is a protocol used to export IP information from routers.
It aggregates packets into flows (usually defined by the source and destinations
IPs and ports together with the protocol) and then, it expires them every certain
interval of time. There are lots of different sampling techniques that sample traffic
according to some particular criterion. For instance, NetFlow has its own sampling
technique called Sampled NetFlow [2], which samples on a per packet basis.

This technical report focuses on portscan detection due to two main reasons.
Firstly, they are one of the most common attacks (e.g., they usually precede worm
propagation) and, therefore, there is general interest in detecting them reliably.
Secondly, portscan attacks can put NetFlow-based monitoring platforms in serious
trouble (the nature of this sort of anomalies can overflow flow tables due to the
potentially large set of new flows generated by a scanner). Several methods for
portscan detection exist. The most basic one flags a scanner when it connects
to more than a certain number of destinations during a fixed interval of time.
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This one is the portscan detection algorithm implemented by the Snort IDS [3].
The portscan detection mechanisms tested in this study (TRW [4] and TAPS [5])
are more complex and have shown to be more effective. In particular, TRW is
implemented in the Bro IDS [6]. The idea of TRW is that scanners will fail far more
connections than a benign host, thus classifying a host as non-legitimate when it
makes too many consecutive failed connections. TAPS is based on the observation
that scanners visit many more destination IPs vs. ports (or the reverse) than
normal hosts do. Like with TRW, when this phenomenon happens several times,
the host generating such flows is classified as a scanner.

Few recent studies have analyzed the impact of sampling on anomaly detection
[7, 8, 9]. Mai et al. studied the impact of packet sampling on TRW and TAPS
in [7]. In the case of TRW, they observed that false positives and negatives increase
with sampling. They also concluded that TAPS is more resilient to sampling than
TRW because even that TRW had better success ratio, TAPS exhibited a lower
ratio of false positives. In [8], they compared several sampling mechanisms. They
concluded that flow sampling was the best choice for anomaly detection under
sampling. Finally, in [9], Brauckhoff et al. concluded that entropy summarization
is more resilient to sampling than volume-based metrics.

In this work, we analyze the impact of sampling on two widely known portscan
detection techniques in the literature: TRW and TAPS. In particular, we evaluated
them under five sampling techniques: Packet Sampling, Flow Sampling, Sample
and Hold, Smart Sampling and Selective Sampling. Except for Selective Sampling,
the other sampling techniques were chosen because they are widely known and
used in the state of the art, specially Packet Sampling (e.g., Sampled NetFlow
is very extended among network operators, and it is based on Packet Sampling).
The reason why we decided to analyze the former sampling technique as well, was
because we saw that it targeted exactly the kind of flows that are responsible of
portscans (small flows), thus being highly interested in how it could work.

One of the main objectives of this paper is to validate previous results in our
network scenario when using Sampled NetFlow data. We also aim to evaluate the
impact of the different sampling techniques on two portscan detection methods
taking the same fraction of packets, while previous works (e.g., [8]) used instead the
portion of sampled flows as the common metric to compare the different sampling
methods. Although the amount of memory used by NetFlow to keep the flow tables
is directly proportional to the number of flows, we focused on another relevant
resource: the CPU cycles. Since in NetFlow every packet must be processed, it is
also important to compare the accuracy of all sampling methods according to the
ratio of sampled packets. The motivation of this study came from the fact that
given a flow sampling rate, the fraction of analyzed packets is significantly different
among the sampling methods, which results in an unfair comparison, specially for
Packet Sampling. For instance, according to one of our traces, sampling 10% of
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flows results only in 2.86% of sampled packets for Packet Sampling, while Flow
Sampling gets 10.90% and Sample and Hold and Smart Sampling take even a
larger proportion of packets (15.58% and ≈85% respectively).

Our first contribution is to validate the impact of sampling on two well-known
portscan detection algorithms: TRW and TAPS. Furthermore, in addition to do
the experiments using the same fraction of flows as already did by previous works,
we proceeded keeping the same percentage of packets in order to see how Packet
Sampling performed under fair conditions. This allowed us to find that Flow Sam-
pling is not always better than Packet Sampling for portscan detection. Regarding
the portscan detection algorithms, both TRW and TAPS performance was vastly
degradated due to sampling. While TRW turned out to be almost useless under
sampling (except using it under Selective Sampling, in which case it exhibited a
quite acceptable performance), TAPS showed to be significantly more resilient.
Concerning to sampling techniques, Packet Sampling showed to be the best to
use under NetFlow. Without taking NetFlow into account, Selective Sampling
exhibited the best performance among all sampling methods.

We finally proposed a new sampling method called Online Selective Sampling
that targets small flows, which normally are used to perform portscan among other
attacks like DoS/DDoS. The idea is to sample the same flows that Selective Sam-
pling, but, instead of collecting all the packets in the first place and then discarding
entire flows, it decides to sample on a per-packet basis. When the size of a flow
in packets is higher than the threshold, the flow is discarded with a probability
directly related to its size (the more packets the higher is that probability). While
the flow is small, it is sampled according to a given probability. Preliminary results
showed that Online Selective Sampling samples approximately the same fraction
of the traffic that Selective Sampling but without capturing all the traffic, thus
saving a lot of memory. Nevertheless, further analysis and validation about the
method are still pending.

The rest of this technical report is organised as follows. In Chapter 2, the
state of the art of anomaly detection is widely explained. Chapter 3 presents
the analyzed sampling methods together with the evaluated portscan detection
algorithms. Then, in Section 4, we describe our network scenario and the followed
methodology as well as the data traces used. Section 5 shows and discusses the ob-
tained results using real-world NetFlow data from a large university network. Our
new sampling technique is proposed and deeply explained in Chapter 6. Finally,
Section 7 concludes this study and summarises our current and future work.

6



Chapter 2

Related work

The amount of research related to anomaly detection is huge and still increasing
every day because of the incredibly expansion of Internet. The already existing
threats change fast and every day new and unknown anomalies show up. In ad-
dition to that, sampling techniques like Sampled NetFlow [?] are needed in core
networks in order to avoid network resources saturation due to current high-speeds.
Lots of research groups around the world try to deal with this rapidly changing en-
vironment building new anomaly detection mechanisms and sampling techniques
that make it possible to continue detecting anomalies reliably taking into account
the before described factors.

2.1 Anomaly detection

The state of the art of anomaly detection could be splitted into two general groups:
specific-anomaly detection and general-purpose anomaly detection methods. The
first set includes particular mechanisms to detect concrete anomalies while the
second one provides mechanisms capable of detecting anything that differs from
usual, which means that mechanisms in that group can detect both known and
unknown anomalies. The non-specific solutions group could be divided again into
two new subgroups: detection and identification. In the detection phase you find
out that something was wrong but you do not know what it was (e.g., it was a
DoS or a scan?). The identification part is in charge of determining the high-level
anomaly that corresponds with the several symptoms detected before.

In [10], Barford et al. classified anomalies into three groups: network op-
erational (e.g., configuration changes), flash crowds (sudden increase of general
interest in some particular website) and network abuses (e.g., DoS). Then, they
described how to detect each kind of these anomalies. The first group showed
distinct levels of bit rate, while the second one exhibited a change in packet rate
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and the last presented a significant increase of flows per time unit. In order to
characterise precisely each group they did time series analysis (to provide predic-
tive capability) and wavelet analysis (to gain insight into the structure of each
anomaly type).

2.1.1 General-purpose anomaly detection mechanisms

The proposed solutions can be basically separated into these groups: threshold-
based [11, 12], profile-based [13, 14], subspace-based [15, 16, 17, 18], wavelet-
based [19] and entropy-based [18, 20].

Threshold-based anomaly detection mechanisms consider different periods of
time: weekdays, weekends, day, night, etc. For each combination of these intervals,
two thresholds are defined: the upper one and the lower. When some specific
measured metric (e.g., #pkts, #flows, #bytes...) exceeds its corresponding upper
or lower value an anomaly is reported.

Profile-based mechanisms use prediction to know what is the next expected
value (time series prediction). If the measured metric differs too much from its
prediction, it is considered to be an anomaly. There are several approaches to
do that. Exponential smoothing [21] is the simplest method for prediction: the
predicted value is extracted from the average between the current prediction and
the current real value. The problem of this approach is that it does not account
for seasonality, so it would always report anomalies when there were fast changes
due to normal activity. The other prediction model is called The Holt-Winters
Forecasting Algorithm [21] and it tries to overcome the previous problem. Its
prediction is an average of three variables that account for baseline, linear trend
and seasonality respectively. Each of these variables is updated using exponential
smoothing.

The subspace-method [17] analyses what the authors call OD-flows (flows with
the same Origin and Destination points of the monitored network). Because of the
high dimensional multivariate data structure of that flows, a lower-approximation
is needed: Principal Component Analysis (PCA) [16]. This mathematical method
captures the most important trends of the explored data (it preserves the signifi-
cance of the data while reducing its complex initial structure). Then, the subspace
method divides the resulting set into normal and anomalous. If the projection of
the data in the second space is higher than a previously given value, an anomaly
is flagged. All that procedure is known as (single-way) subspace method but there
are other mechanisms based on that one like the multi-way subspace method [18].
There, Lakhina et al., focused on data distribution: they wanted to detect the
anomalies according to changes on the distribution of some particular metrics.
The way they studied the distribution of a certain data set is the entropy: the
higher is the dispersion of the data the higher is the entropy value (a 0 value of
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entropy means no variation). They claim that entropy allows to detect unseen
anomalies by volume metrics (e.g., number of packets or bytes). First, they com-
pute the anomaly for each OD-flow and feature (sources and destinations IPs and
ports) and then, they apply the before explained subspace method.

Next mechanisms are wavelet-based. A wavelet transform is the procedure of
dividing a given signal into different frequency components. Applied to anomaly
detection it is used in such a way that each component is used to look for anomalies
matching its scale: low-frequency components contain very sparsed anomalies, so
they are used to detect long-time anomalies. High-frequency components are useful
to detect spontaneous changes (short-term anomalies).

Concerning to entropy-based mechanisms, in addition to [18], there are other
different approaches like [20]. In that paper, Xu et al, detect anomalies according
to changes on the distribution of some specific measured metrics. The way they
studied the distribution of a certain data set is the entropy: the more disperse the
data is, the higher is its entropy value. First of all, the distribution probability is
calculated for each metric: source IP, destination IP, source port and destination
port. After that, the most significant values are selected from each set. For each
of these values they observed how the other three related metrics changed (e.g., if
testing a certain source IP, they investigated what happened with the destination
IP, source port and destination port for all flows having that source IP). According
to that three values they made their decision (e.g., a scanner IP would have a large
accessed set of destination IPs or ports with fixed or random source ports).

Regarding identification mechanisms, there are several approaches: subspace-
based, cluster-based... In the first case, the idea is that somehow you have all the
known anomalies characterised mathematically. Then, each anomaly in that set is
compared against the direction of the vector that they obtained projecting the data
onto the anomalous subspace (as explained before in this section). Then, the high-
level anomaly that explains the largest amount of residual traffic is selected. The
second solution works with clustering. It does not require supervision because
it is capable of grouping together anomalies with similar behaviour. There are
several algorithms like k-means and agglomerative hierarchical [18]. Although
it is automatic, it requires an additional manual step because each final cluster
might contain more than one high-level anomaly. Thus, the mapping between
the obtained clusters and the true high-level anomaly (flash crowd, DoS, scan,
ingress-shift...) could require human intervention.
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2.1.2 Specific anomaly detection mechanisms

Portscan Attacks

In [22], Lee et al. described the distinct scanning attacks and also defined their
general behaviour. They differentiate three kind of scans: vertical, horizontal and
some kind of mixture between these two. First scan type means that the scanner
looks for open ports on a single target destination IP, while the second one means
that it checks for one specific open port on several target machines. The “mix”
scan type refers to an scanner checking a fixed range of ports on a specific set of
destination machines. There are lots of proposed solutions for detecting portscans.
In this technical report, we will focus on those ones integrated in widely used
Intrusion Detection Systems like Snort [3] and Bro [6]. The most basic detection
mechanism just keeps a counter of the number of contacted destination ports and
IPs from a given source IP. There are other solutions that are capable of achieving
higher detection rates: Threshold Random Walk (TRW) [4] and Time based Access
Pattern Sequential hypothesis testing (TAPS) [5]). These last two techniques are
widely explained and analyzed in the following chapters.

DoS/DDoS Attacks

[23] provides some kind of survey about the existing DoS attacks and their re-
spective proposed detection mechanisms. The idea of the authors is to establish a
common framework among researchers, to detect weaknesses and compare different
detection mechanisms.

The main goal of the majority of DoS related papers is to detect the attack
while others like the proposed in [24] is to take care of “good” clients that are
drowned out while an attack of this kind is being performed. The basic problem is
the following: when there is a DoS, the good clients cannot be attended because
the server cannot handle their requests due to the huge demand coming from the
“bad” clients. The idea is to ask to the clients to increase their bandwidth usage
to the maximum they can so that the fraction of the aggregation of good clients
requests on the server is higher than the fraction coming from the attacker. If that
is accomplished, legitimate hosts should receive the correct service.

2.2 Impact of Sampling on Anomaly Detection

There is not a lot of research dealing with the impact of sampling for anomaly
detection but some work had been already done: [8, 9, 7, 25, 26, 27]. All these
proposals check already existing anomaly detection mechanisms testing them under
different sampling rates and distinct methods.
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Mai et al. studied the impact of packet sampling on portscan detection in [7].
TRW, TAPS and an entropy-based anomaly detection technique were tested. Con-
cerning TRW, they found out that flow size became lower in the presence of sam-
pling, thus resulting in more false positives and a significant increase of the success
ratio. They also showed that the metric used by TAPS (relation between num-
ber of accessed destination IPs and ports) is less affected, thus concluding that
TAPS is better than TRW under sampling. When comparing both mechanisms
under sampling, they observed that, while TRW had better success ratio, TAPS
exhibited a lower ratio of false positives. Regarding to the entropy-based analysis,
it presented a performance very similar to TAPS mechanism due to the fact that
both mechanisms detect scanners profiling destination access patterns. They even
proposed a new portscan detection method based on TAPS called TAPS-SYN,
that reduced the false positives ratio.

In [8], the same authors tested several sampling methods (Packet Sampling,
Flow sampling, Sample-and-Hold and Smart Sampling) against the two portscan
detection mechanisms analyzed in this technical report (TRW and TAPS) and a
wavelet-based volume anomaly detection mechanism. They found out that Flow
Sampling performed better for both portscan and volume anomalies detection,
while the other methods obtained very poor results. While Packet Sampling
suffered the well-known flow shortening, Sample and Hold and Smart Sampling
showed to be not suitable for anomaly detection since they look down on small
flows (and attacks like portscans and DoS are made using that kind of flows).

In [9], Brauckhoff et al. studied how specific metrics are affected by sampling
looking at counts of bytes, packets and flows, together with several feature entropy
metrics. They concluded that entropy summarization is more resilient to sampling
than volume-based metrics.

In [25], the impact of sampling on a Change-Point Detection (CPD) method [14]
and a PCA-based anomaly detection mechanism [28], is analyzed. They made
the experiments under several sampling methods proposed in the PSAMP IETF
draft [29]: Systematic sampling, Random n-out-of-N Sampling and Uniform Prob-
abilistic Sampling. They concluded that Sistematic Sampling is almost useless for
anomaly detection when the anomaly detection mechanism relies on specific packet
characteristics (e.g., TCP flags). When flow-based metrics are used instead, the
performance is directly related to the sampling rate. Regarding the PCA-based
method, the same behaviour is observed (it does not care about the particular
sampling method used).

In [27], Androulidakis et al. designed a new flow-based sampling technique
called Selective Sampling that focuses on small flows. These flows are usually re-
sponsible of port scanning and DoS activity. Then, they tested how it worked un-
der a CPD anomaly detection mechanism. Moreover, its performance is compared
with another flow-based sampling method (Smart Sampling) and against Random
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Flow Sampling. This new sampling technique showed to improve the anomaly
detection effectiveness and, sometimes, it even outperformed the unsampled case.
Unlike in previous works [7], they observed that Smart Sampling overcame Flow
Sampling in some cases, thus concluding that it can be used for anomaly detection
if the used detection mechanism relies on large flows.

In [26], the authors extended their previous work testing their new sampling
technique against a PCA-based anomaly detection mechanism. They observed
that Selective Sampling exposed the anomalies more clearly than Flow Sampling
did, and, in some cases, even better than the unsampled case. They attributed
this improvement to the fact that the nine metrics that they used for PCA were
more correlated in small-flows (Selective Sampling focuses on small flows).
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Chapter 3

Background

3.1 Sampled NetFlow

NetFlow [1] is a network protocol developed by Cisco Systems used to collect
IP traffic information on routers. It basically aggregates incoming packets into
flows (NetFlow records) and expires them every certain interval of time. The flow
definition is not exactly the same among the different NetFlow versions but it is
mainly composed by the source and destination IPs, the source and destination
ports and the protocol. As we can deduce from the definition a flow is considered
to be unidirectional since a response flow would swap the the IPs and the router
would find no match with any previous flow, thus creating a new one. In order
to avoid resource exhaustion on routers due to network anomalies or bursts in
the traffic NetFlow allows sampling. When Sampled Netflow [2] is turned on, the
router samples one packet out of N for every interval.

3.2 Analyzed Sampling techniques

IETF Packet Sampling (PSAMP) working group [29] goal is to define standard
ways to sample subsets of packets in some particular way. They recently (March
2009) released the RFC 5475 entitled Sampling and Filtering Techniques for IP
Packet Selection [30] where several sampling techniques are explained in detail.

We have analyzed Packet Sampling (PS ), Flow Sampling (FS ), Sample and
Hold (SH ), Smart Sampling (SMS ) and Selective Sampling (SES ). While the first
four sampling techniques are widely known in the literature and often used, we
decided to add the fifth sampling mechanism due to to specific reasons directly
related to the traffic profile which we are interested in for portscan detection under
sampling (explained later).

PS is widely used because of its low CPU consumption and memory require-

13



ments. Flow-based approaches (e.g., SH ) overcome some of the shortcomings of
PS (it does not keep the original flow distribution) but, in exchange, they have
higher resource requirements. Thus, some trade-off between accuracy and resource
requirements is needed. Next, we present a brief explanation for each analyzed
sampling technique.

3.2.1 Random Packet sampling

Random packet sampling takes each packet with probability p. There are several
versions [30] of this mechanism such as Systematic Packet Sampling and Random
Packet Sampling. The first one samples packets in a deterministic way (take every
k-th packet), while the second one depends on random decisions. Our PS im-
plementation corresponds to this last one. Sampled NetFlow is based on Packet
Sampling, since it samples traffic in a per-packet basis.

3.2.2 Random Flow sampling

Random flow sampling takes each flow with probability q. This technique is usually
implemented hashing the flow ID (e.g., the 5-tuple formed by the source and the
destination IP addresses and ports, and protocol field). The flow is then selected
if the resulting value (mapped to the [0..1) range) is below q [31].

3.2.3 Sample and Hold

Sample and Hold takes the packet directly if its flow ID belongs to an already
seen flow. Otherwise, the packet is sampled with probability r. r is computed as
1 − (1 − h)s ≈ h · s, where s is the size of the packet and h is the probability of
sampling a single byte [32].

3.2.4 Smart Sampling

Smart Sampling is a sampling technique that focuses on large flows and drops the
small ones. In order to define what large means a threshold is provided to the
algorithm. This value (z) indicates the size of the flows (in bytes) that you want
to keep. All flows above that threshold will be sampled and the other ones will be
discarded with a certain probability p(x) related to their size (x):

p(x) =

{
x/z x < z
1 x ≥ z
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SMS needs to capture all the packets in the first place. After the aggregation
of packets into flows it can proceed with its flow-based sampling by sampling or
discarding entire flows [33].

3.2.5 Selective Sampling

SES concentrates on small flows, which typically precede worm propagation and
are used for DoS/portscan attacks. It works using three different parameters: z,
c and n. The first one corresponds to the threshold that defines a small flow size
(in packets). c is the probability of sampling an small flow (a flow with z packets
at most). Finally, the parameter n is used to further regulate the percentage of
non-small flows taken. A flow of size x packets is sampled/discarded according to
the following expression:

p(x) =

{
c x ≤ z
z/(n · x) x > z

,

z,c and n must fulfil the following constraints: z ≥ 1, c > 0 and n ≥ 1. As
Smart Sampling does, Selective Sampling must take all the packets before starting
the sampling process [27].

3.3 Portscan Detection mechanisms

Simple portscan detection algorithms, like the one used by the Snort IDS, are
useless nowadays since attackers can easily evade detection by reducing their scan-
ning rate. There are many other techniques capable of achieving higher rates of
detection such as TRW and TAPS, which we analyse in this technical report. We
next provide a short explanation of each portscan detection mechanism tested.

3.3.1 Threshold Random Walk

The main idea behind Threshold Random Walk (TRW) [4] is that one scanner will
fail more connections than a legitimate client when trying to establish a connection.
The method works under two hypothesis: the host is either legitimate (H0) or
scanner (H1).

Yi =

{
0 if connection successful
1 if connection failed

Pr[Yi = 0|H0] = θ0 Pr[Yi = 1|H0] = 1 − θ0

Pr[Yi = 0|H1] = θ1 Pr[Yi = 1|H1] = 1 − θ1
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Due to the fact that scanners will fail more connections than benign hosts, the
following condition must be accomplished:

θ0 > θ1

Since it is possible to fail some connections even being a benign host, the
decision of flagging a host as a scanner is not taken just after the first failure. For
each source there is an accumulated ratio that is updated each time a flow ends.

∧
(Y ) =

∏n
i=1

Pr[Yi|H1]
Pr[Yi|H0]

The update is done accordingly to the flow state: connection established or
failed attempt. We did our experiments with an unidirectional trace, so we used
the proposed modification of TRW, called TRWSYN [5], that identifies a failed
connection when an ended flow is a single SYN-packet. Eventually, if any source IP
keeps scanning, it will fail more and more connections and finally it will exceed the
established threshold, thus being recognised as a scanner. Similarly, a legitimate
host making several successful connections will be classified as non-scanner.

3.3.2 Time-based Access Pattern Sequential hypothesis test-
ing

Time-based Access Pattern Sequential hypothesis testing (TAPS) [5] is based on
the observation that the ratio between the number of destination IPs and the
number of destination ports (or the reverse) when the source IP is an scanner is
significantly higher than the same ratio when there is no scanning activity.

As the name suggest, TAPS is based on the same statistical method that TRW
uses. It works almost the same way. It changes two things: the way it detects a
suspicious behaviour and the update mechanism . It checks the following fractions
every time bin (which is a configurable parameter given to the algorithm):

#accessed IPs
#accessed ports > k #accessed ports

#accessed IPs > k

The left side expression indicates a vertical scan, which indicates that the
attacker is looking for a particular service (port) in a set of machines. If the reverse
fraction is violated (right side formula), it means that a horizontal attack is going
on, which tells us that either a particular machine or a small set of machines is/are
being deeply scanned in order to see what ports it/they has/have opened.
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When any of these two fractions is higher than a pre-configured threshold, the
per-source IP ratio is updated. When this accumulated value reaches a certain
limit, that source is classified either as a scanner (upper threshold) or a legitimate
host (lower threshold).
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Chapter 4

Scenario and methodology

4.1 Scenario

We collected five NetFlow traffic trace from the Gigabit access link of the Universi-
tat Politècnica de Catalunya (UPC) (see Table 4.1 for more detailed information).
This link connects about 10 campuses, 25 faculties and 40 departments to the In-
ternet through the Spanish National Research and Education Network (RedIRIS).
Real-time statistics about the traffic of this link are available on-line at [34].

4.2 Methodology

We first implemented the portscan detection techniques and the sampling methods
described in Chapter 3 on the SMARTxAC monitoring system [12]. Then, we
ran several tests with varying sampling rates, sampling methods and portscan
detection algorithms. In order to have a ground of truth to compare with, we
first ran each portscan detection algorithm without sampling (see Chapter 5 for
more details about the used ground truth). After that, we can compare which
attacks were missed in each case. We used the following sampling intervals N =
{1, 10, 50, 100, 500, 1000} to do our experiments.

We configured TRW and TAPS with a false positive ratio of 0.01, probability
of detection to 0.99, probability of having a successful connection being a scanner
to 0.2 and to 0.8 for a legitimate host as recommended by [4, 5]. After some tests,
we fixed the ratio used by TAPS to detect suspicious sources to Z = 3. We fixed
the time bin that TAPS uses to check source IP’s ratios to 300 seconds.
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Table 4.1: Detailed information about the NetFlow traces used
Trace Date Start time Duration Packets Bytes Flows

UPC-I 06-11-2007 16:30 30min. 105.38 × 106 61.86 × 109 5.26 × 106

UPC-II 21-12-2008 12:00 1h. 74.48 × 106 33.37 × 109 3.79 × 106

UPC-III 21-12-2008 16:00 1h. 71 × 106 31.40 × 109 4.33 × 106

UPC-IV 22-12-2008 12:30 1h. 163.51 × 106 115.28 × 109 6.44 × 106

UPC-V 21-12-2008 19:00 1h. 132.79 × 106 77.05 × 109 5.07 × 106

4.3 Computing sampling rates

It is important to note that the sampling rate in the case of PS and flow-based
sampling techniques has different meanings. While in the first case it refers to
the fraction of sampled packets, in the latter case it indicates the portion of sam-
pled flows. This results in a very different number of sampled packets and flows
among the different sampling methods. In order to make all the sampling methods
comparable, we used the following two metrics:

4.3.1 Equal portion of packets

We first computed the packet sampling rate as 1/N for PS. Given this fraction of
packets to keep, we then performed several tests to find the suitable sampling rates
for the other sampling techniques in order to select the same portion of packets.

4.3.2 Equal portion of flows

We calculated the flow sampling rate as 1/N for FS. Given the portion of flows to
take, we ran various tests to obtain the correct sampling rate values for PS, SH,
SMS and SES in order to sample the same portion of flows.

4.3.3 Example for UPC-I trace

Tables 4.2 and 4.3 present the selected sampling rates that assure that the same
portion of packets or flows is selected for all the sampling methods (using UPC-I
trace).
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Table 4.2: Percentage of taken flows given a portion of sampled packets for trace UPC-I

N %pkts
PS FS SH SMS

p %flows p %flows h %flows z %flows

10 10% 0.1 25.89% 0.092 10.24% 1.06 × 10−4 6.84% 60 × 106 0.019758%
50 2% 0.02 7.95% 0.026 2.78% 2.8 × 10−5 2.03% 320 × 106 0.004122%
100 1% 0.01 4.70% 0.015 1.85% 1.5 × 10−5 1.05% 750 × 106 0.001766%
500 0.2% 0.002 1.44% 0.0036 0.95% 4 × 10−6 0.53% 1000 × 106 0.001114%
1000 0.1% 0.001 0.88% 0.0018 0.77% 2.7 × 10−6 0.49% 1900 × 106 0.000611%

Table 4.3: Percentage of taken packets given a portion of sampled flows for trace UPC-I

N %flows
PS FS SH SMS

p %pkts p %pkts h %pkts z %pkts

10 10% 0.028 2.86% 0.1 10.90% 1.8 × 10−4 15.58% 12.5 × 103 85.83%
50 2% 0.003 0.33% 0.02 1.60% 2.8 × 10−5 1.98% 14 × 104 73.32%
100 1% 1.2 × 10−3 0.12% 0.01 0.59% 1.5 × 10−5 1.05% 4 × 105 63.02%
500 0.2% 1.3 × 10−4 0.01% 0.002 0.11% 9.511 × 10−7 0.02% 3.8 × 106 37.26%
1000 0.1% 6.2 × 10−5 0.01% 0.001 0.05% 9.456 × 10−7 0.018% 9 × 106 26.56%

Table 4.4: Percentage of taken flows given a portion of sampled packets for trace UPC-I

N %packets
Selective Sampling

z c n %flows

10 10% 6 1.0 2 87.9396%
50 2% 10 0.2 150 18.575%
100 1% 10 0.1 400 9.33%
500 0.2% 1 0.06 100 3.801%
1000 0.1% 1 0.03 250 1.902%

Table 4.5: Percentage of taken packets given a portion of sampled flows for trace UPC-I

N %flows
Selective Sampling

z c n %packets

10 10% 1 0.08 2 1.294%
50 2% 1 0.03 70 0.120%
100 1% 1 0.001 11 0.191%
500 0.2% 1 0.001 73 0.0305%
1000 0.1% 1 0.001 276 0.01061%
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Chapter 5

Analyzing the Impact of
Sampling on Portscan Detection

In this section, we study the impact of Packet Sampling, Flow Sampling, Sample
and Hold, Smart Sampling and Selective Sampling sampling techniques on TRW
and TAPS portscan detection algorithms. We used the following performance met-
rics:

success ratio = true scanners
total scanners

and false positive ratio = false scanners
total scanners

,

where total scanners accounts for our ground truth of scanners (scanners de-
tected by TRW/TAPS without sampling, which are not necessarily real scanners).
While true scanners stands for the scanners detected under sampling that also be-
long to the ground truth, false scanners refers to those detected scanners that fall
out of that set. Note that our metrics differ from the classical definitions of success
and false positive ratios in that we do not check whether the detected scanners by
TRW and TAPS (without sampling) are real scanners or not. This choice lies in
the fact that we are interested in evaluating the degradation of the portscan detec-
tion algorithms in the presence of sampling rather than in their actual detection
accuracy.

5.1 Impact of sampling on TRW

Table 5.1 shows the total number of hosts classified as scanners by TRW for every
trace. Tables 5.2, 5.3, 5.4, 5.5 and 5.6 show TRW per-trace performance under
PS, FS, SH, SMS and SES respectively. The results for each trace are splitted
into those obtained using the same fraction of packets (left side) and flows (right
side). The last column of each of these two groups (TS) indicates the total num-
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Fig. 5.1: Impact of sampling on TRW’s Success Ratio (average among all the traces)

Table 5.1: Total scanners detected by TRW without sampling
Trace Total Scanners

UPC-I 14221
UPC-II 8476
UPC-III 10666
UPC-IV 13025
UPC-V 14540

ber of hosts flagged as scanners using that particular sampling method, sampling
parameters, common metric (%packets or %flows) and NetFlow data trace.

5.1.1 Impact of sampling on TRW Success Ratio

As we can observe in Figure 5.1, success ratio degrades dramatically for increasing
sampling rates regardless of the common metric (portion of packets or flows) and
the sampling technique used. When the sampling rate is low, TRW still detects
few scanners but when it goes up, the success ratio reaches zero quickly.

Looking at Figure 5.1(a), we found that sampling methods targeting large
flows (SMS and SH ) are not suitable for portscan detection since this kind of
attack is made using small flows. They both detected almost nothing for all the
sampling intervals. Concerning the other sampling techniques we were able to
observe two differentiated behaviours. In the first place, PS and FS showed similar
performance degradations when sampling 10% and 2% of the packets respectively
(N = 10 and N = 50). For larger values of N , FS slightly outperforms PS. On the
other hand, Selective Sampling shows a huge improvement in the success ratio in
comparison to the rest of sampling techniques, degrading smoothly with sampling
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Fig. 5.2: Impact of sampling on TRW’s False Positive Ratio (average among all the
traces)

rate. This is due to the fact that it targets small flows, thus sampling exactly the
essential flows for portscan detection.

Figure 5.1(b) shows again the severe impact of sampling on the performance
of TRW. In contrast to the previous case (same fraction of packets), when using
the same fraction of flows, the behaviour for all the sampling techniques is almost
indistinguishable. The ones that showed to be more sampling-resilient were Flow
Sampling, and SES while N ≤ 50, i.e., while sampling 2% of the flows at most.
The other sampling techniques detected almost nothing.

5.1.2 Impact of sampling on TRW False Positive Ratio

Switching to the false positives ratio, Figure 5.2 show that it is relatively low
(≈ 2% in the worst case).

Figure 5.2(a) (same fraction of packets) shows that the false positives exhibited
by PS, SH and SMS are almost negligible. There are two peaks: ≈ 1% for FS and
almost 2% for SES. Selective Sampling false positives could be explained because
of the following phenomenon. Since it focuses in small flows and it looks down on
large ones, multi-packet flows from successful connections are dropped with higher
probability, thus making TRW receive mainly failed connections. Even if a host
had legitimate connections, it is very likely for TRW to miss them as if they had
never existed, thus contributing to potentially flag as a scanner a host with some
maybe unintentional failed connections. Looking at the other sampling intervals
we can see how SES false positives decrease rapidly while N ≤ 100. For higher
values of N it showed different behaviours among traces. While in some cases,
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Fig. 5.3: Impact of sampling on TAPS’s Success Ratio (average among all the traces)

it went down, there are traces where fpr increased (see table 5.6). In average it
seemed to be constant within this range. For sampling rates lower than 0.2% of the
packets, it exhibited a tendency change clearly raising up again. This differentiated
behaviour suggests that the before explained phenomenon is more visible since the
more aggressive is the sampling rate applied, the lower is the probability of taking
non-small flows, thus emphasizing the problem for TRW.

Concerning to the same portion of traffic in terms of flows (Figure 5.2(b)), FS
shows again a little peak a little bit lower than 2% while the other techniques show
really small values.

5.1.3 Studying TRW performance degradation

Traffic Distribution

In order to understand why TRW had this poor performance, we started observing
the behaviour of scanners and legitimate hosts by monitoring how their connections
ended (either being successful attempts or failures).

There is a non-negligible part of benign hosts that have a significant number
of consecutive failed flows. A priori, it seems highly unlikely that benign hosts
generate so many consecutive failed connections. This means that, previously to
that burst of failed flows, those hosts made a number of non-failed connections
large enough to make TRW classify them as non-scanners. In order to see what
happened in these particular cases, we proceeded looking flow by flow for those
suspicious hosts classified as legitimate.

Indeed, the before mentioned hosts, previously to the burst of failed flows,
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Fig. 5.4: Impact of sampling on TAPS’s False Positive Ratio (average among all the
traces)

had a sufficient number of successful connections that made TRW classify them
as benign. Things changed when we checked those source IPs with sampling. It
turns out that, in some cases, sampling helps uncovering those malicious hosts.
That happens because some of that benign flows that made TRW to take a wrong
decision, now, are gone because of sampling. This phenomenon explains part of the
false positives. Those firstly erroneously classified IPs that belong to the ground
truth are then correctly classified as scanners but they do not match with the
ground truth of scanners, thus contributing to increase the false positive ratio.

The most extreme case we found was a source IP X that had 4487 consecutive
failed connections in the unsampled case and was classified as a benign host. All
the sampling methods finally classified it as a scanner but it changed how soon
they did that. That IP is classified as non-scanner even sampling 10%, 2% and 1%
of packets for Packet Sampling. Finally, TRW classifies it correctly when sampling
0.2% and 0.1% of the packets (using PS ). Looking for other cases we found a
source IP Y that with 60 consecutive failed connection was a another clearly
wrong classified host. In contrast to the host X, when we applied sampling, it was
only correctly classified as a scanner for one sampling method: Selective Sampling.
Other IPs with a lower but still more than suspicious number of consecutive failed
connections showed the same behaviour of host Y . Except for one case in which
PS classified a host correctly just for a particular sampling rate, all the other
sampling methods except for SES missed these scanners for all sampling rates.
Therefore, it seems that if the consecutive number of failed of connections is not
large enough, almost all sampling methods clearly do not flag some real scanners
(except for Selective Sampling).
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Table 5.2: TRW performance on each trace using Packet Sampling. TS stands for total
scanners detected

Trace % pkts SR FPR TS % flows SR FPR TS

UPC-I

10% 8.97% 0.008% 1287 10% 1.2% 0.02% 173
2% 0.8% 0.01% 116 2% 0.02% 0.01% 4
1% 0.23% 0.01% 34 1% 0% 0.01% 1

0.2% 0.01% 0.01% 2 0.2% 0% 0% 0
0.1% 0.01% 0.01% 2 0.1% 0% 0% 0

UPC-II

10% 11.4% 0.14% 978 10% 1.77% 0.02% 152
2% 1.09% 0.01% 93 2% 0.07% 0% 6
1% 0.35% 0% 30 1% 0% 0.02% 2

0.2% 0.08% 0% 7 0.2% 0% 0% 0
0.1% 0.01% 0% 1 0.1% 0% 0% 0

UPC-III

10% 9.34% 0.09% 1006 10% 1.37% 0.01% 147
2% 0.73% 0% 78 2% 0.03% 0% 3
1% 0.23% 0% 25 1% 0% 0% 0

0.2% 0.03% 0% 3 0.2% 0% 0% 0
0.1% 0% 0% 0 0.1% 0% 0% 0

UPC-IV

10% 12.4% 0.08% 1625 10% 1.73% 0.02% 228
2% 0.74% 0.02% 99 2% 0.03% 0% 4
1% 0.25% 0.01% 33 1% 0% 0% 0

0.2% 0.02% 0% 2 0.2% 0% 0% 0
0.1% 0% 0% 0 0.1% 0% 0% 0

UPC-V

10% 9.95% 0.1% 1462 10% 1.23% 0.03% 183
2% 0.66% 0.01% 98 2% 0.03% 0% 5
1% 0.23% 0% 33 1% 0% 0% 0

0.2% 0.01% 0% 2 0.2% 0% 0% 0
0.1% 0% 0% 0 0.1% 0% 0% 0

The reason why that happens is because SES focuses on small flows. For
non-small flows, the more packets they have, the higher is the chance of discarding
them. Sample an Hold and Smart Sampling target large flows, so the more aggres-
sive is the sampling, the worse (single SYN-packet flows are dropped). Regarding
Packet Sampling and Flow Sampling we observed that they are not good enough
either.

θ0 and θ1 variations

We wanted to see if the hypothesis default values were still valid under sampling.
We first ran TRW using the original probability values (0.8 and 0.2) under increas-
ing sampling rates. Using the unsampled case as our ground truth of scanners, we
re-computed θ0 and θ1 for each sampling rate (srate).

For instance, in order to compute the new hypothesis values under 10% of
sampled packets, we first ran TRW with θ0 = 0.8 and θ1 = 0.2 and srate =
0.1. After that, we compared the sampled case output against the unsampled
case output (ground truth). For each true scanner detected we accumulated both
the number of failed and successful connections. The same was done for the
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Table 5.3: TRW performance on each trace using Flow Sampling. TS stands for total
scanners detected

Trace % pkts SR FPR TS % flows SR FPR TS

UPC-I

10% 8.92% 1.04% 1287 10% 9.75% 1.11% 1545
2% 2.58% 0.34% 116 2% 1.97% 0.25% 315
1% 1.45% 0.18% 34 1% 1% 0.11% 158

0.2% 0.43% 0.04% 2 0.2% 0.22% 0.02% 34
0.1% 0.19% 0.01% 2 0.1% 0.10% 0.01% 15

UPC-II

10% 9.59% 1.81% 966 10% 10.46% 1.9% 1048
2% 2.71% 0.47% 270 2% 2.1% 0.34% 0.07
1% 1.55% 0.28% 115 1% 1.06% 0.19% 106

0.2% 0.37% 0.07% 37 0.2% 0.2% 0.04% 20
0.1% 0.19% 0.04% 19 0.1% 0.11% 0% 9

UPC-III

10% 9.03% 1.88% 1163 10% 9.7% 1.95% 1243
2% 2.74% 0.66% 362 2% 2.21% 0.49% 288
1% 1.62% 0.38% 213 1% 1.07% 0.25% 141

0.2% 0.39% 0.12% 55 0.2% 0.22% 0.06% 29
0.1% 0.19% 0.06% 26 0.1% 0.11% 0.02% 14

UPC-IV

10% 8.81% 1.52% 1345 10% 9.75% 1.6% 1478
2% 2.37% 0.51% 376 2% 1.83% 0.39% 289
1% 1.37% 0.29% 217 1% 0.78% 0.14% 119

0.2% 0.31% 0.06% 49 0.2% 0.15% 0.02% 22
0.1% 0.12% 0.02% 19 0.1% 0.09% 0.01% 13

UPC-V

10% 9.06% 1.53% 1541 10% 9.88% 1.71% 1685
2% 2.48% 0.52% 436 2% 1.86% 0.38% 326
1% 1.37% 0.3% 242 1% 0.84% 0.18% 148

0.2% 0.27% 0.08% 50 0.2% 0.17% 0.03% 29
0.1% 0.16% 0.03% 27 0.1% 0.06% 0.01% 11

legitimate hosts. Subsequently, we computed the average for each of the four
sets: probability of failed connections from legitimate hosts (θ1), probability of
successful connections from legitimate hosts (1-θ1) and the same for the scanners
(1 − θ0 and θ0 probabilities respectively).

As we can observe in table 5.7, both probabilities went up with increasing
sampling rates. This resulted in differentiated behaviours of TRW according to
the sampling sampling rate being applied. For instance, in the 10% sampling case,
it means that TRW will take faster decisions since the update value for failed
connections is now 6.9, almost twice the original value (4). The algorithm will
take a decision sooner. The same phenomenon happens for non-scanner hosts,
where the decrease is quicker (0.18) than the original (0.25).

• Failed connection:

–
∧

(Y ) ≡ Pr[Y =1|H1]
Pr[Y =1|H0]

– Without sampling:
∧

(Y ) = 0.8
0.2

= 4

– 10% sampling:
∧

(Y ) = 1−0.1572
1−0.8778

= 0.8428
0.122

≈ 6.9

• Successful connection:
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Table 5.4: TRW performance on each trace using Sample and Hold. TS stands for
total scanners detected

Trace % pkts SR FPR TS % flows SR FPR TS

UPC-I

10% 0.57% 0.04% 87 10% 0.92% 0.1% 145
2% 0.15% 0.01% 24 2% 0.15% 0.01% 24
1% 0.08% 0% 12 1% 0.08% 0% 12

0.2% 0.03% 0% 4 0.2% 0.01% 0% 1
0.1% 0.01% 0% 2 0.1% 0% 0% 0

UPC-II

10% 0.59% 0.13% 61 10% 1.01% 0.15% 99
2% 0.17% 0.02% 16 2% 0.17% 0.02% 16
1% 0.09% 0% 8 1% 0.09% 0% 8

0.2% 0.05% 0% 4 0.2% 0% 0% 0
0.1% 0.04% 0% 3 0.1% 0% 0% 0

UPC-III

10% 0.65% 0.17% 87 10% 0.99% 0.21% 128
2% 0.14% 0.04% 18 2% 0.14% 0.04% 18
1% 0.08% 0.02% 10 1% 0.08% 0.02% 10

0.2% 0.05% 0.01% 6 0.2% 0% 0.01% 1
0.1% 0.05% 0.01% 6 0.1% 0% 0.01% 1

UPC-IV

10% 0.46% 0.06% 68 10% 0.77% 0.1% 113
2% 0.1% 0.02% 15 2% 0.1% 0.02% 15
1% 0.08% 0.01% 15 1% 0.08% 0.01% 15

0.2% 0.02% 0% 3 0.2% 0.02% 0% 2
0.1% 0.02% 0% 2 0.1% 0.02% 0% 2

UPC-V

10% 0.44% 0.1% 79 10% 0.81% 0.15% 140
2% 0.11% 0.02% 19 2% 0.11% 0.02% 19
1% 0.04% 0.01% 8 1% 0.04% 0.01% 8

0.2% 0.02% 0% 3 0.2% 0.01% 0% 2
0.1% 0.01% 0% 2 0.1% 0.01% 0% 2

–
∧

(Y ) ≡ Pr[Y =0|H1]
Pr[Y =0|H0]

– Without sampling:
∧

(Y ) = 0.2
0.8

= 0.25

– 10% sampling:
∧

(Y ) = 0.1572
0.8778

≈ 0.18

This subsection shows that TRW will be always incapable of working properly
under sampling without any modification regarding its hypothesis probabilities
(at least). As explained before, probabilities change dramatically with varying
sampling rates thus making default TRW hypothesis values (0.8 and 0.2) almost
useless for portscan detection under sampling.

5.1.4 Trying to improve TRW’s performance under sam-
pling

In order to observe how TRW would work under sampling, we first ran our exper-
iments with the same original configuration parameters values of the unsampled
case. Therefore, for all sampling rates, we used the recommended hypothesis values
(θ0 = 0.8 and θ1 = 0.2) together with the default false positives and the detection
probability values (0.01 and 0.99 respectively).
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Table 5.5: TRW performance on each trace using Smart Sampling. TS stands for total
scanners detected

Trace % pkts SR FPR TS % flows SR FPR TS

UPC-I

10% 0% 0% 0 10% 0.01% 0.5% 15
2% 0% 0% 0 2% 0% 0% 0
1% 0% 0% 0 1% 0% 0.01% 0

0.2% 0% 0% 0 0.2% 0% 0% 0
0.1% 0% 0% 0 0.1% 0% 0% 0

UPC-II

10% 0% 0% 0 10% 0.13% 0% 11
2% 0% 0% 0 2% 0.01% 0% 1
1% 0% 0% 0 1% 0% 0% 0

0.2% 0% 0% 0 0.2% 0% 0% 0
0.1% 0% 0% 0 0.1% 0% 0% 0

UPC-III

10% 0% 0% 0 10% 0.04% 0% 4
2% 0% 0% 0 2% 0% 0% 0
1% 0% 0% 0 1% 0% 0% 0

0.2% 0% 0% 0 0.2% 0% 0% 0
0.1% 0% 0% 0 0.1% 0% 0% 0

UPC-IV

10% 0% 0% 0 10% 0.08% 0% 10
2% 0% 0% 0 2% 0% 0% 0
1% 0% 0% 0 1% 0% 0.01% 0

0.2% 0% 0% 0 0.2% 0% 0% 0
0.1% 0% 0% 0 0.1% 0% 0% 0

UPC-V

10% 0% 0% 0 10% 0.06% 0% 9
2% 0% 0% 0 2% 0% 0% 0
1% 0% 0% 0 1% 0% 0% 0

0.2% 0% 0% 0 0.2% 0% 0% 0
0.1% 0% 0% 0 0.1% 0% 0% 0

TRW performance degraded dramatically with increasing sampling rates. Ac-
tually, even under the lowest sampling rate that we used (10% of flows or packets),
the algorithm was almost blind (very few scanners detected). In order to attempt
to obtain a better performance we started monitoring how its behaviour degrada-
tion was related to the applied sampling rate.

Modifying TRW’s update mechanism

The only techniques that allow to know the percentage of traffic that you will
sample before analyzing a particular trace are Packet Sampling and Flow Sampling.
In the first case it permits to know the fraction of packets that will be keeped,
while in the second one, it indicates the portion of flows that will be taken. This
fact is important because the update proposed in this section is directly related to
the fraction of traffic keeped. Because of that, this section only applies to these two
methods, because with the others is impossible to know the traffic that you will
keep, thus making impossible to correct TRW’s update mechanism accordingly.

When there is no sampling, TRW needs a certain number of failed connections
to flag a scanner. With sampling, it is really more difficult for TRW to catch
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Table 5.6: TRW performance on each trace using Selective Sampling. TS stands for
total scanners detected

Trace % pkts SR FPR TS % flows SR FPR TS

UPC-I

10% 99.94% 1.74% 14460 10% 7.07% 0.05% 1013
2% 23.37% 0.27% 3363 2% 1.61% 0.04% 235
1% 9.30% 0.10% 1337 1% 0.01% 0% 1

0.2% 4.82% 0.17% 710 0.2% 0% 0% 0
0.1% 1.55% 0.05% 228 0.1% 0% 0.01% 1

UPC-II

10% 99.92% 2.29% 8663 10% 9.79% 0.21% 848
2% 27.24% 0.85% 2381 2% 2.23% 0.07% 195
1% 13.37% 0.45% 1171 1% 0.06% 0% 11

0.2% 7.39% 0.33% 654 0.2% 0.05% 0% 4
0.1% 2.67% 1.37% 342 0.1% 0.02% 0% 2

UPC-III

10% 99.85% 1.64% 10825 10% 8.45% 0.23% 926
2% 24.01% 0.61% 2626 2% 2.04% 0.02% 220
1% 11.36% 0.29% 1243 1% 0.02% 0% 2

0.2% 6.07% 0.33% 682 0.2% 0.01% 0% 1
0.1% 2.04% 1.09% 334 0.1% 0.01% 0% 1

UPC-IV

10% 99.96% 2.39% 13331 10% 10.73% 0.21% 1424
2% 28.48% 0.68% 3799 2% 2.23% 0.07% 299
1% 14% 0.32% 1866 1% 0% 0% 0

0.2% 7.12% 0.03% 967 0.2% 0% 0% 0
0.1% 2.29% 1.57% 503 0.1% 0.01% 0% 1

UPC-V

10% 99.88% 2.68% 14911 10% 8.47% 0.28% 1272
2% 24.55% 0.97% 3710 2% 1.86% 0.07% 281
1% 11.62% 0.47% 1758 1% 0.01% 0% 1

0.2% 5.85% 0.35% 902 0.2% 0.01% 0% 1
0.1% 1.69% 1.11% 407 0.1% 0.01% 0.01% 1

the needed number of failed connections because of the discarded packets. Due
to that fact, TRW is working under unfair conditions, because it needs far more
failed connections than in the unsampled case. Somehow, TRW should account
for those thrown packets. For instance, sampling 10% of the flows means that if
we saw one flow from a certain source IP it is like we had 10 original flows from
that host but due to sampling, we are only seeing one of them. In order to use
this observation in TRW, we modified its update mechanism in such a way that
sampling is taking into account:

• Original update:
∧

(Y ) =
∧

(Y ) × update value

• With sampling:
∧

(Y ) =
∧

(Y ) × update value
1

sampling rate

Re-taking the 10% sampling example, this update would result in the same final
ratio as executing original TRW for 10 times. Considering default TRW values,
if a single SYN-packet flow is found the update would be: 4

1
0.1 = 410. Otherwise,

it would result in 0.25
1

0.1 = 0.2510. In both cases the final value of the update is
far higher/lower than the default upper/lower threshold respectively. Hence, both
updates would imply that TRW would classify a particular host using just a single
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Table 5.7: θ0 and θ1 variation due to sampling rate applied using UPC-I trace
% of packets θ0 θ1

10% 87.78% 15.72%
2% 92.13% 28.24%
1% 93.88% 25.61%

0.2% 96.85% 29.17%
0.1% 97.49% 38.89%

observation. If we increase the sampling rate, the exponent would be even higher,
so it would result in a single step classification as well.

This phenomenon makes TRW almost useless because the single step decision
is totally contradictory with the sequential hypothesis testing method used by the
portscan detection algorithm. The idea is that TRW tracks the connections from
a host, but with this update, it turns out that there is no such tracking because a
single flow is enough to classify any host.

The problem with the proposed update is that we could not be always sure
that the failed connection found in the sampled traffic was really an original failed
connection. Therefore, we had to determine when this failed connection was in-
deed original. In the case of Flow Sampling, since it either takes all the flow or it
does not even take a single packet of it, a failed connection found in the sampled
traffic implies that it is an original flow for sure. When switching to Packet Sam-
pling this affirmation is not true. A single SYN-packet flow (failed connection)
could correspond to a non-original failed flow because PS does not keep the flow
distribution. Hence, we can have a failed connection in the sampled input that
was really a multi-packet flow coming from a legitimate client.

For FS, the update mechanism proposed before is still correct, but for PS,
some more adjustments must be made according to the probability of a single
SYN-packet flow of being original (see Table 5.8). We adjust the before proposed
update mechanism with these probabilities (prob original sspf ) in such a way that
we modify the update value according to both the sampling rate and the probability
of a failed connection of being true.

• With sampling:
∧

(Y ) =
∧

(Y ) × update value
prob original sspf

srate

The new variable added to the formula allows to further regulate the exponent
of the update according to the percentage of real single SYN-packet flows found.
For instance, instead of proceeding as in the example before when detecting a
failed connection (4

1
0.1 = 410), the update would be as follows:

4
0.09
0.1 = 40.9 = 3.48

In this case, in contrast to what happened with FS, the update slows down
TRW rather than speeding it up.
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Fig. 5.5: Impact of sampling on TRW’s Success Ratio using equal fraction of packets
on trace UPC-I running TRW without any modification (left) and modifying TRW as
explained in this section (rigth)

Table 5.8: Probability of finding an original single syn-packet flow (sspf) using Packet
Sampling and a particular sampling rate for UPC-I trace

% of packets prob original sspf
10% 9%
2% 6%
1% 5%

0.2% 5%
0.1% 5%

On Figures 5.5, 5.6, 5.7 and 5.8 we can observe the performance degradation
of TRW using UPC-I trace. The original TRW performance is plotted on the left
side and the modified one on the right. The success ratios (Figures 5.5 and 5.6) are
improved using both metrics (equal fraction of packets and flows) but in a different
measure. The most significant improvement happens in the case of PS using the
same fraction of packets. For the other combinations, even that it is not so easy
to observe, the performance is slightly better. In exchange for this performance
improvement, it arises a huge increase of false positives. Using the same fraction
of packets (Figure 5.7), FS maximum false positive rate changes from ≈ 1% for
the original case to almost 30% for the updated TRW. PS reached 25% while with
the original TRW it showed a value below 0.1%. The same phenomenon happened
using the same fraction of flows (look at Figure 5.8).
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Fig. 5.6: Impact of sampling on TRW’s Success Ratio using equal fraction of flows
on trace UPC-I running TRW without any modification (left) and modifying TRW as
explained in this section (rigth)

Table 5.9: Total scanners detected by TAPS without sampling
Trace Total Scanners

UPC-I 10387
UPC-II 6284
UPC-III 8712
UPC-IV 13762
UPC-V 9649

5.2 Impact of sampling on TAPS

Table 5.9 shows the total number of hosts classified as scanners by TAPS for every
trace. Tables 5.10, 5.11, 5.12, 5.13 and 5.14 show TAPS per-trace performance
under PS, FS, SH, SMS and SES respectively. The results for each trace are
splitted into those obtained using the same fraction of packets (left side) and flows
(right side). The last column of each of these two groups (TS) indicates the
total number of hosts flagged as scanners using that particular sampling method,
sampling parameters, common metric (%packets or %flows) and NetFlow data
trace.

5.2.1 Impact of sampling on TAPS Success Ratio

Figure 5.3 shows how TAPS performed for increasing sampling rates regarding the
success ratio.

As we can observe in Figure 5.3(a), when using the same fraction of packets,
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Fig. 5.7: Impact of sampling on TRW’s False Positive Ratio using equal fraction of
packets on trace UPC-I running TRW without any modification (left) and modifying
TRW as explained in this section (rigth)

there are different behaviours among the sampling methods. SH and Flow Sam-
pling presented the highest impact detecting almost no scanners when sampling
more than 1% of the packets. Looking at higher sampling rates they did not
perform better either: with 10% of packets FS hardly achieved a 15% of success
ratio while Sample and Hold did not even got 10%. Packet Sampling degraded
smoothly with sampling getting almost 40% of success for 10% of the packets and
a sr ≥ 10% for 10 < N ≤ 100. It even detected some scanners for N ≈ 1000. Re-
garding SMS and SES, the performance exhibited was extraordinary. As we can
see on the picture, they both degraded until a particular sampling interval and
from that point they maintained a constant success ratio until the end (sr ≈ 35%
and 30% respectively). There is a key point from where selected flows do not affect
scanners at all.

As depicted in Figure 5.3(b), when using the same fraction of flows SH, PS
and FS exhibited nearly indistinguishable behaviours. Packet Sampling turned
out to be slightly better for lower sampling rates. Even for the former method, the
achieved success ratios were totally devastated for these three sampling techniques.
Concerning to the remaining two (SMS and SES ), it occurs the same as in the
case of using the same fraction of packets. They reach a sampling interval point
from where the sampled traffic has nothing to do with scanners, thus keeping the
same ratio of detection.

5.2.2 Impact of sampling on TAPS False Positive Ratio

Figure 5.4 presents TAPS false positives ratios under different sampling rates.
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Fig. 5.8: Impact of sampling on TRW’s False Positive Ratio using equal fraction of flows
on trace UPC-I running TRW without any modification (left) and modifying TRW as
explained in this section (rigth)

Using equal fraction of packets (Figure 5.4(a)), we observed clear peaks for
N = 10 for SH PS i FS that almost reached 4% in the worst case. For higher
values of N the false positives went down according to the sampling rate. SMS and
SES exhibited constant and very similar false positive ratios (≈ 7%) regardless of
the sampling rate.

Switching to the same portion of flows (Figure 5.4(a)), the presented behaviour
was very similar to the same fraction of packets case. SMS and SES exhibited
an almost equal number of false positives (< 10%) all the time and the other
sampling techniques got almost negligible values except for n = 10, in which case
they reached ≈ 5%.

5.2.3 Studying TAPS performance degradation

Even for the unsampled case, the two parameters used by TAPS (the time bin t
used to trigger the per source IP destination patterns checking and the threshold
k used to determine suspicious behaviour) are crucial. With sampling, these two
variables turned out to be even more important. They should be adjusted to
further adapt TAPS to a particular sampling method and rate. In order to to
that, we will have to study how the destination access patterns changed with
sampling. So far, we have been able to see that it changes significantly but in
a different way depending on the sampling method used. We will also have to
investigate how important is t under sampling and if it depends on the concrete
sampling mechanism. All this is a part of our on-going work.
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Table 5.10: TAPS performance on each trace using Packet Sampling. TS stands for
total scanners detected

Trace % pkts SR FPR TS % flows SR FPR TS

UPC-I

10% 49.3% 2.11% 5340 10% 28.62% 1.01% 3078
2% 24.52% 0.89% 2639 2% 6.69% 0.18% 714
1% 16.81% 0.59% 1807 1% 2.31% 0.08% 248

0.2% 4.21% 0.13% 450 0.2% 1.6% 0.01% 18
0.1% 1.83% 0.06% 196 0.1% 0.09% 0% 9

UPC-II

10% 30.52% 2.45% 2072 10% 14.97% 0.99% 1003
2% 12.06% 0.67% 800 2% 2.85% 0.14% 188
1% 7.77% 0.32% 508 1% 1.18% 0.03% 76

0.2% 2.08% 0.08% 136 0.2% 0.11% 0.02% 8
0.1% 1.02% 0% 64 0.1% 0.05% 0% 3

UPC-III

10% 25.59% 2.2% 2421 10% 12.65% 0.87% 1178
2% 10.04% 0.61% 928 2% 2.39% 0.16% 222
1% 6.18% 0.34% 568 1% 0.93% 0.06% 86

0.2% 1.53% 0.09% 141 0.2% 0.07% 0% 6
0.1% 0.77% 0.05% 71 0.1% 0.05% 0.01% 5

UPC-IV

10% 48.18% 2.63% 6993 10% 28.73% 1.45% 4153
2% 23.8% 1.16% 3435 2% 5.29% 0.28% 767
1% 15.35% 0.83% 2227 1% 2% 0.17% 298

0.2% 3.45% 0.21% 504 0.2% 0.28% 0.01% 39
0.1% 1.66% 0.1% 242 0.1% 0.15% 0% 21

UPC-V

10% 40.9% 2.44% 4181 10% 22.55% 1.11% 2283
2% 18.57% 0.91% 1880 2% 3.99% 0.19% 403
1% 11.49% 0.54% 1161 1% 1.62% 0.06% 162

0.2% 2.6% 0.08% 2 0.2% 0.11% 0.01% 12
0.1% 1.32% 0.04% 0 0.1% 0.03% 0% 3

5.3 TRW vs. TAPS

It is obvious that both TRW and TAPS performance were seriously affected. How-
ever, the damage suffered by TAPS was not as severe as in the TRW case, which
obtained really poor results with sampling. There are many reasons why this hap-
pened. As already noticed by previous studies, under sampling, we were able to
detect many more scanners using TAPS than TRW. Furthermore, TRW showed
to be much less resilient to sampling, while TAPS detected scanners even sam-
pling 0.1% of the traffic (N = 1000). TAPS does not depend on any specific
packet feature like TRW (which looks for single SYN-packet flows), thus being
significantly less sensitive to the particular packet being discarded. This can be
explained partially due to the fact that TRW only works with TCP scanners and
TAPS is connectionless-oriented (it works for both UDP and TCP).

Looking at the success ratio (sr), it is clear that TAPS is far better than TRW.
The unique acceptable sr that TRW showed was using the same fraction of packets
and Selective Sampling (Figure 5.1(a)). For all the other cases, the results were re-
ally disappointing, hardly achieving sr = 10% for PS and FS with 10% of sampled
packets and going almost blind for more aggressive sampling rates. The results
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using equal percentage of sampled flows were even slightly worse (Figure 5.1(b)).
The success ratios showed by TAPS were good enough for all sampling methods.
The worst performance cases (showed by FS and SH ) detected some scanners for
N = 10, 50 and 100 but for N > 100 they detected nothing. Packet Sampling de-
grades proportionally to sampling rate showing a really good performance even for
the maximum sampling rate (N = 1000). While SES showed to be the best global
(for both TRW and TAPS) sampling technique, SMS presented totally opposite
results. With TRW it is absolutely useless because it drops the flows that TRW
needs to do the detections, but in the case of TAPS it seems to work remarkably
well almost regardless of the sampling rate.

Concerning the false positive ratio (fpr), TAPS obtained significantly worse
values than TRW. While the former hardly reached 2% of false positive in the worst
case (Figure 5.2(a)), TAPS almost obtained fpr = 10% using the same fraction of
flows (Figure 5.4(b)) and fpr = 8% with equal portion of packets (Figure 5.4(a)).

Taking all this into account, we can conclude that TAPS is better under sam-
pling as already noticed by previous works. Furthermore, in contrast to what
former studies concluded, when using the same fraction of packets as the com-
mon metric to compare the different sampling methods under TAPS, we obtained
significantly better results using Packet Sampling than with Flow Sampling.
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Table 5.11: TAPS performance on each trace using Flow Sampling. TS stands for total
scanners detected

Trace % pkts SR FPR TS % flows SR FPR TS

UPC-I

10% 11.81% 2.39% 1475 10% 12.67% 2.52% 1578
2% 3.85% 0.88% 491 2% 3.14% 0.69% 398
1% 2.3% 0.52% 293 1% 1.71% 0.39% 218

0.2% 0.77% 0.27% 108 0.2% 0.38% 0.18% 58
0.1% 0.31% 0.17% 50 0.1% 0.13% 0.09% 23

UPC-II

10% 13.54% 4.23% 1177 10% 14.64% 4.58% 1208
2% 4.63% 1.7% 398 2% 3.15% 1.26% 277
1% 2.02% 0.62% 166 1% 1.35% 0.48% 115

0.2% 0.48% 0.27% 47 0.2% 0.29% 0.16% 28
0.1% 0.29% 0.16% 28 0.1% 0.13% 0.06% 12

UPC-III

10% 13.3% 4.79% 1576 10% 14.12% 5.2% 1683
2% 4.4% 2.02% 559 2% 3.06% 1.42% 391
1% 2.08% 0.68% 240 1% 1.4% 0.49% 165

0.2% 0.42% 0.3% 63 0.2% 0.22% 0.21% 37
0.1% 0.21% 0.21% 36 0.1% 0.14% 0.13% 23

UPC-IV

10% 14.8% 3.89% 2573 10% 15.92% 4.11% 2757
2% 5% 1.87% 946 2% 3.72% 1.37% 700
1% 2.7% 0.84% 487 1% 1.86% 0.7% 353

0.2% 0.68% 0.37% 145 0.2% 0.41% 0.28% 94
0.1% 0.36% 0.25% 85 0.1% 0.18% 0.13% 43

UPC-V

10% 14.49% 4.01% 1785 10% 15.71% 4.12% 1914
2% 4.89% 2.23% 687 2% 3.41% 1.66% 489
1% 2.34% 0.54% 317 1% 1.61% 0.7% 223

0.2% 0.58% 0.28% 83 0.2% 0.29% 0.19% 46
0.1% 0.27% 0.19% 44 0.1% 0.11% 0.1% 21

Table 5.12: TAPS performance on each trace using Sample and Hold. TS stands for
total scanners detected

Trace % pkts SR FPR TS % flows SR FPR TS

UPC-I

10% 10.95% 1.63% 1306 10% 16.85% 1.9% 1947
2% 3.20% 0.66% 399 2% 3.18% 0.65% 397
1% 1.89% 0.43% 243 1% 1.91% 0.44% 244

0.2% 0.59% 0.22% 84 0.14% % 0.06% 21
0.1% 0.42% 0.17% 62 0.1% 0.14% 0.06% 21

UPC-II

10% 6.46% 1.51% 501 10% 11% 2.36% 839
2% 1.81% 0.43% 139 2% 1.77% 0.41% 137
1% 0.78% 0.23% 65 1% 0.81% 0.25% 67

0.2% 0.30% 0.13% 27 0.2% 0.02% 0.05% 4
0.1% 0.19% 0.11% 19 0.1% 0.02% 0.05% 4

UPC-III

10% 5.96% 1.31% 633 10% 10.18% 2.4% 1096
2% 1.59% 0.45% 180 2% 1.62% 0.51% 185
1% 0.93% 0.4% 110 1% 0.84% 0.37% 105

0.2% 0.17% 0.1% 24 0.2% 0.03% 0.02% 5
0.1% 0.17% 0.1% 17 0.1% 0.03% 0.02% 5

UPC-IV

10% 12.05% 2.38% 1985 10% 18.59% 3.28% 3010
2% 3.8% 1% 661 2% 3.79% 0.97% 654
1% 2.31% 0.64% 379 1% 2.1% 0.63% 376

0.2% 0.63% 0.26% 123 0.2% 0.14% 0.07% 29
0.1% 0.41% 0.18% 81 0.1% 0.14% 0.07% 29

UPC-V

10% 9.31% 2.32% 1122 10% 15.57% 3.19% 1810
2% 2.97% 1.09% 377 2% 2.83% 1.04% 373
1% 1.59% 0.6% 214 1% 1.64% 0.62% 218

0.2% 0.46% 0.17% 60 0.2% 0.09% 0.05% 14
0.1% 0.32% 0.13% 44 0.1% 0.09% 0.05% 14
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Table 5.13: TAPS performance on each trace using Smart Sampling. TS stands for
total scanners detected

Trace % pkts SR FPR TS % flows SR FPR TS

UPC-I

10% 31.14% 2.07% 3449 10% 57.86% 2.96% 6317
2% 31.12% 2.05% 3445 2% 40.68% 2.55% 4490
1% 31.11% 2.0% 3444 1% 35.78% 2.3% 3955

0.2% 31.1% 2.06% 3445 0.2% 31.82% 2.12% 3525
’ 0.1% 31.1% 2.06% 3445 0.1% 31.5% 2.09% 3489

UPC-II

10% 35.15% 9.05% 2278 10% 49.92% 9.75% 3750
2% 35.14% 9.05% 2777 2% 40.28% 9.63% 3136
1% 35.14% 9.05% 2777 1% 37.49% 9.6% 2959

0.2% 35.4% 9.05% 2777 0.2% 35.69% 9.18% 2820
0.1% 35.4% 9.05% 2777 0.1% 35.36% 9.07% 2792

UPC-III

10% 29.12% 7.08% 3154 10% 41.92% 7.63% 4317
2% 29.09% 7.07% 3150 2% 33.31% 7.5% 3555
1% 29.09% 7.07% 3150 1% 31% 7.36% 3342

0.2% 29.09% 7.07% 3150 0.2% 29.33% 7.13% 3176
0.1% 29.09% 7.07% 3150 0.1% 29.2% 7.12% 3164

UPC-IV

10% 31.63% 5.99% 5177 10% 61.71% 6.69% 9413
2% 31.55% 5.96% 5162 2% 43.26% 6.39% 6834
1% 31.53% 5.97% 5160 1% 37.28% 6.23% 5989

0.2% 31.53% 5.97% 5160 0.2% 32.56% 6.07% 5317
0.1% 31.53% 5.97% 5160 0.1% 32.03% 6.01% 5235

UPC-V

10% 32.38% 8.29% 3924 10% 57.91% 8.78% 6435
2% 32.36% 8.27% 3920 2% 41.59% 8.59% 4842
1% 32.36% 8.27% 3919 1% 36.55% 8.45% 4342

0.2% 32.36% 8.27% 3920 0.2% 32.86% 8.29% 3971
0.1% 32.36% 8.27% 3920 0.1% 32.52% 8.28% 3937

Table 5.14: TAPS performance on each trace using Selective Sampling. TS stands for
total scanners detected

Trace % pkts SR FPR TS % flows SR FPR TS

UPC-I

10% 99.94% 1.74% 14460 10% 7.07% 0.05% 1013
2% 23.37% 0.27% 3363 2% 1.61% 0.04% 235
1% 9.30% 0.10% 1337 1% 0.01% 0% 1

0.2% 4.82% 0.17% 710 0.2% 0% 0% 0
0.1% 0% 0% 228 0.1% 0% 0.01% 1

UPC-II

10% 92.41% 3.68% 6038 10% 45.81% 10.65% 3548
2% 53.41% 11.08% 4052 2% 36.41% 9.26% 2870
1% 45.23% 10.61% 3509 1% 36.68% 9.31% 2890

0.2% 37.35% 9.45% 2941 0.2% 35.39% 9.02% 2791
0.1% 36.17% 9.31% 2858 0.1% 35.2% 9.07% 2782

UPC-III

10% 92.37% 9.62% 8885 10% 37.82% 8.64% 4048
2% 44.33% 9.48% 4688 2% 30.07% 7.3% 3256
1% 37.14% 8.48% 3975 1% 30.29% 7.23% 3269

0.2% 30.79% 7.35% 3322 0.2% 29.22% 7.12% 3166
0.1% 29.97% 7.27% 3244 0.1% 29.13% 7.09% 3156

UPC-IV

10% 85.66% 2.98% 12198 10% 42.93% 7.14% 6890
2% 50.18% 7.35% 7918 2% 32.6% 6.19% 5338
1% 42.31% 6.96% 6781 1% 33.36% 6.22% 5447

0.2% 33.22% 6.22% 5428 0.2% 31.85% 5.98% 5206
0.1% 32.39% 6.18% 5308 0.1% 31.65% 5.97% 5178

UPC-V

10% 87.1% 3.87% 8777 10% 43.02% 9.34% 5052
2% 50.16% 9.7% 5776 2% 33.24% 8.31% 4009
1% 42.51% 9.29% 4998 1% 33.99% 8.52% 4102

0.2% 33.98% 8.28% 4078 0.2% 32.58% 8.32% 3947
0.1% 33.07% 8.25% 3987 0.1% 32.41% 8.28% 3926
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Chapter 6

Online Selective Sampling

6.1 Motivations

There are two main motivations to build this new sampling technique. In the first
place, many anomalies (portscans, DDoS, worms) use small flows and therefore we
are interested in keeping them rather than the large ones in order to easily detect
the attacks. There is already a sampling mechanism which goal is to take just
small flows (explained in Chapter 3). The problem of Selective Sampling [27] is
that it first needs to capture all the packets. After that, it proceeds by sampling
entire flows. The main issue of working that way is that all the flows must be saved
into memory, thus being contradictory with the main goal of sampling, which is
to save resources by just keeping a portion of all the traffic. The goal of SES is
to reduce the used bandwidth between the collector and the recollector. Hence,
our proposal has the same goal (sample small flows) but without capturing all the
traffic, thus requiring significantly less resources.

6.2 Ideas and background

Before starting the explanation we will review first how the other technique that
has the same goal works. Androulidakis et al. used the following metrics:

• z: maximum size for a flow to be considered small (z ≥ 1).

• c: probability of sampling a small flow. (0 < c ≤ 1).

• n: parameter used to reduce the amount of non-small flows sampled (n ≥
1). Large flows sampling probability is directly related to their size (the
more packets the lower is the probability). n allows to further regulate that
sampled flows percentage.
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Selective Sampling [27] samples a flow of x packets according to the following
expression:

p(x) =

{
c x ≤ z
z

n·x otherwise

In order to proceed with an accurate comparison among both sampling meth-
ods, the idea is to build our sampling technique as equivalent to SES as possible
but without capturing all the traffic. To achieve that goal we need a mechanism
that allows us to decide either to keep or discard an incoming packet in a rapid
way. The idea is to sample packets from a flow while this flow continues being
small. For instance, if we define a small flow as a n-packet flow (n ≥ 1), our
sampling method is going to sample all flows having at most n packets with a
certain probability and discard all the flows having n + 1 packets or more with a
probability directly related to their size (the more packets, the higher should be
probability of not taking that flow).

The simplest solution used to track flows is the hash table approach. However,
nowadays it is becoming impracticable due to high-speed links. Each flow identifier
must be keeped and many memory accesses are necessary for each incoming packet.
In addition to that, collisions and new flow entries must be taken into account.
The inter arrival times in links of several Gb/s are of the order of nanoseconds,
thus requiring the process time per packet to be really short. We finally decided
to use bloom filters because the time of looking for an element is very fast.

6.2.1 Bloom filters

The idea of a bloom filter [35] is to provide a fast way to decide if an element
belongs to a given set. In our case, it is used to control whether a certain flow
had been discarded until now. If it it has been dropped before, the packet will be
directly discarded. Otherwise, the packet belonging to that flow will be processed
normally. If taking the new packet into account makes that its flow is unsampled,
that flow is immediately set into the bloom filter.

A bloom filter uses a bitmap, which is an array of bits of size m. Initially, all
the positions of that bitmap are set to 0. When an element arrives (a new packet
in our case) a certain number of hash functions (k) are applied to it. Since we
are tracking flows we apply those functions to the corresponding 5-tuple of the
packet. Every position referenced by the hash functions is set to 1. According to
the expected different elements (flows) to count (n) and the desired false positive
probability (p), k and m are set. In order to know if a given element has been
already seen, all the positions referenced by its hash functions must have value 1.
Otherwise, it means that the element is new. It may be possible (depending on
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0 1 0 1 1 1 0 0 0 0 0 1 0 1 0 0 1 0

{x, y, z}

w

Fig. 6.1: An example of a Bloom filter, representing the set x, y, z. The colored arrows
show the positions in the bit array that each set element is mapped to. The element w
is not in the set, because it hashes to a position of the bitmap which has value 0

p) to obtain an incorrect answer after looking for an element in the bitmap (false
positive). There are no false negatives. We can observe an example in Figure 6.1
in which m = 18, k = 3 and n = 4.

[35] explains exactly how to dimension the bloom filter according to the desired
false positives and the number of different elements to count. A lot of tools like
the one we chose [36] use that formulas to do these computations and make the
bloom filter configuration easier.

6.3 Our sampling method

In this section, we present the working scheme of our new sampling technique
called Online Selective Sampling (OSES).

6.3.1 How it works

OSES working scheme can bee seen on Algorithm 1. For every incoming packet
we first check if its corresponding flow has been previously discarded by looking
at the bloom filter (line 2). If there is a match, the packet is discarded (line 3),
because it means that the corresponding flow has been already unsampled before.

If the element is not in the bloom filter (line 4), it means that, until now, the
flow which that packet belongs to has not been dropped yet. Now we must check
if this condition still holds taking the new packet into account:

• If it does not (line 8), we take the packet with a certain probability q (line 10).
This probability is deeply explained in Section 6.3.2 and Algorithm 2. If the
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packet turns out to be discarded (line 14 ), its flow is deleted from the hash
table (line 12) and its 5-tuple is set in the bloom filter (line 13).

• Otherwise (line 17), the packet is sampled with probability c.

6.3.2 Correcting the probability

Since we do not capture the entire flow, we do not know its final size. We only
know its size until the current packet. Since the goal is to sample the same flows
that Selective Sampling but without capturing all the traffic, we must find a way
to make that the probability of taking a flow packet by packet would be exactly
the same that in the case of sampling the flow directly when all its packets have
been captured. If that occurs, both sampling methods would be equivalent. In
order to make this happen, the probability for OSES must be corrected at each
step in such a way that the addition of probabilities until the last packet results in
exactly the same probability as directly sampling that flow with SES. Our method
should do what SES does but step per step (packet per packet).

For instance, suppose that we have a flow of size x = 5 packets (previous full
traffic capture needed). We configure SES with c = 0.9, n = 1 and z = 2. Accord-
ing to SES formula and these parameters, since 5 > 2 the probability of taking
that flow is the following:

2
1×5

= 0.40

Going back to Online Selective Sampling and considering the same scenario,
we will see how our method should proceed. In order to reach the 5th packet, the
previous packets must be sampled too, because otherwise, the packets of that flow
would be directly discarded (because the flow would have been set in the bloom
filter). We have to take into account that the events are not independent. For
instance, if the 3rd packet is discarded, both the 4th and the 5th packets will be
directly dropped as well. Thus, in order to reach the last packet of a flow (the
5th in this case), all the previous packets must be sampled too. The probability
computed for each packet must be adjusted according to the previous packets that
have been taken to make it possible to reach the present packet. Therefore, the
final sequence from the first to the last packet of the flow should be the following.
In each step we can see how probability is corrected by previous packets:

1. Corrected probability for packet 1:

• cp(1) = 1 − c = 0.1
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2. Corrected probability for packet 2:

• cp(2) = 1 − c − cp(1) = 0.1 − 0.1 = 0

3. Corrected probability for packet 3:

• cp(3) = (1 − 0.66) − cp(2) − cp(1) = 0.23

4. Corrected probability for packet 4:

• cp(4) = (1 − 0.5) − cp(3) − cp(2) − cp(1) = 0.17

5. Corrected probability for packet 5:

• cp(5) = (1 − 0.4) − cp(4) − cp(3) − cp(2) − cp(1) = 0.10

These calculations are possible because the probability of dropping a flow is
always bigger for the actual packet than for the former. This occurs because the
algorithm gives priority to small flows: the higher is the flow size, the lower is the
probability of sampling it (the discarding probability always grows). According to
the corrected probability for each packet (above) we can see below what is the real
probability of not taking each packet at every step:

1. Probability of not taking it:

• p(1) = cp(1) = 0.1

2. Probability of not taking it:

• p(2) = cp(2) + cp(1) = 0.1

3. Probability of not taking it:

• p(3) = cp(3) + cp(2) + cp(1) = 0.33

4. Probability of not taking it:

• p(4) = cp(4) + cp(3) + cp(2) + cp(1) = 0.5
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5. Probability of not taking it:

• p(5) = cp(5) + cp(4) + cp(3) + cp(2) + cp(1) = 0.60

p(5) = 0.6, which matches exactly with the probability of discarding an entire
flow of 5 packets directly with Selective Sampling calculated before: 1−0.40 = 0.6.
Generalising the 5-packet flow to an y-packet flow, the probability of discarding it
is the following:

p(y) =
∑y

i=1 cp(i)

cp(y) =


0 y = 0

(1 − c) − ∑y−1
i=1 cp(i) y ≤ z and y > 0

(1 − z
n×y

) − ∑y−1
i=1 cp(i) otherwise

As we can see it is a recursive definition because the probability at each step
must be corrected by the previous ones. Algorithm 2 shows the implementation.

6.3.3 Constraints

As already mentioned before, this step by step computations work because the
discard probability increases with the flow size (except while the flow has up to z
packets, in which case is always 1 − c). If that condition did not decrease, OSES
would return negative probabilities. That happens if the following expression is
not accomplished:

c ≥ z
n×(z+1)

Why this condition must hold?

The probability of discarding a flow of (z + 1)-packets is the following:

p(z + 1) =
∑z+1

i=1 cp(i)

cp(z + 1) =
(
1 − z

n×(z+1)

)
− ∑z

i=1 cp(i)

In order to have that cp(z + 1) ≥ 0, the below expression must hold:

1 − z
n×(z+1)

≥ ∑y−1
i=1 p(i)
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If z is odd
∑z

i=1 p(i) = 1 − c. Otherwise,
∑z

i=1 p(i) = 0. Therefore:

(
1 − z

n×(z+1)

)
≥ (1 − c) or

(
1 − z

n×(z+1)

)
≥ 0

In the first formula the following expression is equivalent:(
1 − z

n×(z+1)

)
≥ (1 − c) ⇒ c ≥ z

n×(z+1)

In the second case it is obvious that the condition holds, because z < z + 1
and n ≥ 1, thus making the fraction being a number minor than 1. Therefore, the
following substract will be positive for sure.

Although this extra constraint, we consider that since Selective Sampling is ba-
sically used to sample small flows, it does not make to much sense to sample small
flows with higher probability than the non-small. It is a little bit contradictory to
use either OSES or SES violating that condition.

6.3.4 Preliminary results and remaining issues

As we expected, our first main goal seems to be accomplished. Preliminary results
showed that both methods (configured with the same parameters) sampled ap-
proximately an equal fraction of flows and packets. The other principal objective
that we had (save resources in comparison to the full capture of SES ) looked like
being achieved as well: Online Selective Sampling used significantly less memory
while sampling approximately the same portion of the traffic.

Since it is equivalent to Selective Sampling and given that during our study, the
former sampling method exhibited a remarkable performance for both TRW and
TAPS (see Chapter 5), it would mean that we would be able to achieve acceptable
behaviour for both portscan detection mechanisms under sampling on a per-packet
sampling basis, thus being implementable in Sampled NetFlow. However, further
evaluation and a complete analysis are still needed.

So far, we have concluded that Online Selective Sampling and Selective Sam-
pling are equivalent with the only difference that our method will sample traffic in
real-time, without having to capture it all before. But there is a remaining prob-
lem that needs to be further studied in order to determine its impact on Online
Selective Sampling accuracy: the false positives of the bloom filter. It is possible
that we directly drop a packet from an unseen flow until now. It could happen if
when we look for it in the bloom filter, the bloom filter returns a match when the
truth is that it is a false positive.
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Algorithm 1: Online Selective Sampling Algorithm

Input: BF : bloom filter;
HT : Hash table of packets;
z: it defines a small flow (in packets);
c: it defines the probability of sampling a small flow;

for every incoming packet pkt do1

if get(BF , pkt) then2

discard pkt;3

else4

flow = lookup(HT , get tuple(pkt));5

r = random();6

x = size packets(flow);7

if x > z then8

/* probability of not taking the packet (deeply explained in next9

section and Algorithm 2) */
q = 1 − p(x);10

if q > r then11

delete(HT , flow);12

set(BF , pkt);13

discard pkt;14

else15

sample pkt;16

else17

if c < r then18

delete(HT , flow);19

set(BF , pkt);20

discard pkt;21

else22

sample pkt;23
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Algorithm 2: probability BF

Input: pkts flow: packets of the flow until now;
n: Parameter that further reduce the fraction of non-small flows
sampled;
c: Parameter that indicates the probability of sampling small flows
z: it defines a small flow (in packets);

if pkts flow == 0 then1

return 0;2

else3

if pkts flow ≤ threshold then4

q = 1 − c;5

else6

q = 1 − (z/(n × pkts flow));7

i = pkts flow − 1;8

while i ≥ 1 do9

/* recursive call */10

q = q − probability BF(i);11

i = i − 1;12

return q;13
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Chapter 7

Conclusions and Future Work

In this technical report, we have analyzed the impact of sampling on two portscan
detection algorithms to test whether they are robust enough to continue finding
portscans reliably. In contrast to some previous studies, we have been able to see
that that, sometimes, Packet Sampling exhibited better than Flow Sampling for
portscan detection. Furthermore, given that our study indicated the impact of
sampling on both portscan detection methods performance was huge, we proposed
a modification of an already existing sampling technique that showed the best
results but that was not NetFlow compatible. Preliminary results, indicate that
our sampling technique samples approximately the same traffic that the already
existing mechanism while significantly reducing memory usage. Moreover, it is
implementable in NetFlow.

Regarding the analyzed portscan detection algorithms, we observed that both
TRW and TAPS were dramatically affected by sampling. However, even that
TRW turned out to be almost useless under sampling, TAPS exhibited a more
acceptable performance, thus being the best choice for portscan detection under
sampling.

Concerning to the sampling techniques, while Flow Sampling and Packet Sam-
pling exhibited similar performance using TRW, with TAPS we observed that
Packet Sampling clearly outperformed it when using the same fraction of packets.
Smart Sampling showed to be useless under TRW but, it exhibited a remarkable
performance under TAPS. Sample and Hold did not perform well for any sampling
technique and portscan detection method. Finally, Selective Sampling, presented
the best behaviour among all the sampling techniques achieving acceptable per-
formance for both TRW and TAPS.

The results presented in this work are not entirely aligned with those obtained
in former studies. In particular, it has been previously concluded that Flow Sam-
pling was always the most promising sampling method to detect portscans, but
according to our results, we have not observed this superiority in all the experi-
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ments, thus confirming that this parallel study reveals new interesting information.
Taking into account that Selective Sampling showed to be the best sampling

mechanism but it do not sample on a per-packet basis and we are interested in
NetFlow, we propose a NetFlow compatible equivalent sampling technique. It is
called Online Selective Sampling and it does not need to capture all the traffic
before sampling because it works taking decisions packet by packet. Preliminary
results showed that our sampling technique samples the same traffic that Selective
Sampling while saving a lot of memory. Nonetheless, we are still working on it
and further testing of the method remain pending.

We are currently analyzing TAPS performance degradation in more detail as
well as further testing our sampling technique proposal. Moreover, we are also
working on an entropy-based portscan detection technique. We plan to extend
this study to other sampling techniques and anomalies.

Part of the results and conclusions of this work resulted in an article published
in the proceedings of the First International Workshop on Traffic Monitoring and
Analysis placed in Aachen, Germany on 11th May 2009 [37].
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